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Intfroduction

¢ Draft SCA 4.1 released beginning of Feb 2015

¢ A leaner standard mature enough to become the new reference
o Almost 10 years after 2.2.2 publication

o Taking advantage of extensive usage experience

+ Aims of the article is to evaluate the anticipated benefits regarding
o Deployment performance
o Waveform portability
o Optimization of development costs
o Security
o Scalability
¢ Considerations are provided based on
o Analogies with results of earlier prototyping for SCA 2.2.2 SWaP optimization
o General expertise for secure SDR solutions development

o Long-standing involvement in support of a Standards-based SDR ecosystem
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o Leadership position in development of 2 WInnF Standards used by SCA 4.1
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Deployment performance - Component loading

+ Most important in boot time and application instantiation is spent
In file system accesses

¢ Reduction of the size of loaded binaries is therefore helpful in
reducing boot time

o Especially if retrieved from an encrypted file system

¢ SCA 2.2.2 requires WF components to implement all operations of
the PropertySet interface, with associated behavior (e.g.
exceptions), even if not used

¢ The “Optional inheritance” of SCA 4.1 enables to avoid
Implementation of unused operations

¢ For instance: a simple DeviceComponent can now implement only
1 operation instead of 7 attributes + 10 operations
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Deployment performance - Execution and registration

+ CORBA Naming Service is
not used by SCA 4.1

¢ Replaced by « push
model » registration
approach

¢ Components now directly
registring to its manager
Instead of using Naming
Service as intermediate

¢ Deployement time savings
expected thanks to

o No wait time for the
Component to be registered

o To time spent in loading,
execution and initialization of
the Naming Service
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Deployement performance - Component deployment

¢ « Push model » avoids some XML profiles to be parsed twice
o A Device Manager parses the XML of a Component it manages
o It stores the associated information

o It directly delivers the associated information to the Domain Manager when
performing its own registration

o While according to SCA 2.2.2 the same information would have been parsed
again

¢ « Push model » reduces the number of interactions for connection
of components
o 3 operation calls required in SCA 2.2.2, involving the interface PortSupplier
o 2 operation calls required in SCA 4.1, using the interface PortAccessor

o The associated saving is to be multiplied by the number of components and
connection among components
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Portability — PIM IDL Profiles (1)

¢ A restructured Appendix E
o Appendix E renamed into “Model Driven Support Technologies”

o Addition of new Appendix E-1 “Application Interface Definition Language Platform
Independent Model Profiles”

o Fully endorsing the WInnF Standard “IDL Profiles for Platform-Independent
Modeling of SDR Applications”

¢ Brings essential value for better portability of SDR Applications

3 ¢ Support of PIM to PSM migration
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Portability — PIM IDL Profiles (2)

¢ Portability benefits

o Clear separation between the Business Logic and the Container
e Business Logic developed independently from platform assumptions
e Enables to select CORBA or alternate transport mechanism

o PIM models of SDR Application enable more consistent designs
e SDR Application porting conducted on a component-wise approach
o No need for modification of the functional behavior during porting

o Choice of programming language for Business Logic independent from the PIM
o Flexibility in programming options

e Decisive in PHY Layers, where a same PIM component can be developed for DSP
or FPGA while maintaining the overall consistency
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Portability — Extension towards DSP and FPGA (1)

¢ A consistent basis for GPP Component Model

o Connectivity: Minimum CORBA mandated by SCA 2.2.2, PIM + CORBA PSM in
SCA 4.1,

0 Operating System: POSIX AEP until SCA 4.0, “Full” POSIX AEP Profile in 4.1

o Reconfiguration Support: interface Resource of SCA 2.2.2, equivalent optionally
inherited interfaces of SCA 4.1

¢ Extension in SCA 4.1 enable to address DSP and FPGA OEs

¢ Connectivity: flexible and consistent approach

o PIM Level: the ULw PIM IDL Profile provides optimal solution for DSP and FPGA

e Leveraging WInnF Standard content, and ESSOR contribution “IDL Profile for
DSP and FPGA”

o PSM Level: clear allowance for usage of an unlimited set of Connectiviy
mechanisms

e Standard integrated solutions: CORBA ; standard raw solutions: MHAL
Connectivity / MOCB

e Proprietary / Technology-dependent solution possible
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Portability — Extension towards DSP and FPGA (2)

¢ Mature POSIX-based AEPs

o WInnF Standard “Lw and ULw AEPs for Resource Constrained Processors” are
essentially endorsed by SCA 4.1 Annex B

o Brought important improvements to previous achievements for DSP RTOS
access

o Leveraging contributions from ESSOR on “ESSOR DSP AEP”
¢ The remaining gap: Reconfiguration Support

¢ Portability benefits
o Enables DSP and FPGA environments to be consistently addressed

o Significantly expands the boundaries of what SCA can bring to future products,
while SCA 2.2.2 proved to be de facto limited to GPP environments

o Enables significant increase of the proportion of SDR applications being designed
with high degree of portability

o Enables conformant SDR platforms to more easily host SDR Components in their
DSP / FPGA processors
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Optimized Applications Development Costs

¢ Backwards compatibility
o An optional UoF (Unit of Functionality) for the Core Framework

o Allows a SCA 4.1 framework to remain capable to manage SCA 2.2.2
components

o Opens for adoption of SCA 4.1 on new platforms without adding the costs, risks
and schedule barriers associated to simultaneous migration of SDR Applications

o End-term perspective is SCA 4.1-only solutions

¢ Leaner SDR Applications development cycles

o Earlier defects detection: one acknowledge benefit of PIM/PSM development
paradigm

o Easier introduction of code generation: in addition to possible usage of CORBA,
usage of alternate code generation solutions is made possible, enabling to take
advantage of platform-specific solutions

o Simplification of the test phases
e Reduction in the number of requirements

e Rephrasing to facilitate usage of static code analysis tools
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¢ Improvement in equipment integrity and software assurance

¢ SCA 4.1 components registrations are done in a single transaction

o In SCA 2.2.2, Naming Service was used, enabling a component to sniff and use
any object reference in the same Naming Context

o Naming Service was a vulnerability deserving additional protection mechanisms

¢ SCA 4.1 imposes restrictions to information discovery

o The only Domain Manager interface now available to Components is the interface
enabling registration

o Other services of the Domain Manager are accessed based on a need-to-know
approach

¢ Static port connection enables platform stability and control

+ Conditional inheritance limits complexity and “attack surface” in
only providing the required interfaces

¢ All previous features are identified as helpful in perspective of
security evaluations and accreditations
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Scalability (1)

¢ SCA 2.2.2 was one-size-fits-all, insufficiently taking into account
the diversity of possible usage contexts

¢ SCA 4.1 provides significant scalability improvements

¢ Core Framework Profiles
o Lightweight, Medium and Full profiles defined for Core Framework capability

o Optimize the capability / constraints ratio of deployment and configuration

¢ Connectivity/ CORBA Neutrality
o Mandate for CORBA usage was an important barrier for adoption
o CORBA-neutrality provided by PIM description removes this barrier

o Maintaining past investments and performance of CORBA-based solutions
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Scalability (2)

¢ Optional inheritance
o Enables components to be tailored to their strict needs

o Facilitates adoption in avoiding to get familiar with not needed interfaces

+ Nested Applications
o Enables to make application composed of other applications

o Eliminated the combinatory explosion of systems with multiple options for
different segments

o Facilitates integration of new capabilities within systems

o SCA 4.1 more suited to handling of complex systems than SCA 2.2.2
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Conclusions

¢ Various areas in which SCA 4.1 is expected to deliver key value

o Faster boot times, thanks to simplification of components deployment
mechanisms

o More portable SDR Applications, thanks to support of PIM/PSM designed
paradigms coupled to high flexibility in choice of implementation options

o More secure architectures, thanks to suppression of the most vulnerable parts of
the previous architecture and avoidance of non-required interfaces

o Optimized development costs, thanks to leaner overall architecture and
simplification and automation of the testing phases

o More scalable solutions, enabling to better adapt the designs to requirements and
platform constraints

¢ SCA 4.1 has the potential to bring decisive value to bring forward
the SDR ecosystem

o More efficient for existing areas where SCA is used

o Making SCA much more attractive for new adopters

¢ Implementation reports will enable to move the knowledge basis
on SC 4.1 benefits from previsions to implementation results
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¢ This presentation reflects a
fully written article

¢ Both the presentation and the

article are available within
conference proceedings

+ Zip file with all 14 references
available upon demand (ask
presenter)
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AEBSTRACT

The paper discasres the hengfits prediceed i be fulfiled by
e coming S04 40 sondord  exploring areas  of
deplormenr performance, porebllity, epplicanons  cosr
apnmizanion, securiy and scalafiine For cach aof those
areas, the idemnified bengfles are presensed and dircussed.
Fasier boot oimes, move porable SINE applloonions, mare
secure archifecnres, rgm-u'\:\!cr,-cﬂma coaty aved more
soalable solunions are foreseen, Woldmg o posishe
conclusions reperding the porential value of S7A 4.1 for the
SR ecogpsiem

1. INTRODUCTION

Az 2 reenlt of the offiorts dono by the JTNC with actir
suppont of WimF, the SCA 4.1 samdard, roloased Ty JTTNC
in a Draf wrdon [I] beginning of February 2015 seams
‘marzm anoazgh o apply for becoming the mefarsnce: vardon.
for mow SDR product, a5 suggmetsd by oy of the
testimomials proviomsly presenied during the SCA 41
Preview Worlshep of Ociober 2014 [2].

Abmost 10 year afier SCA 202 [3] wan published [May

2006) SCA 4.1 tkes advantage of years of intrmartional
ﬂornln]lmm:npmu[‘i-]lueﬁahmmmsm.
achwce fr Core Fromewodk, Platornn Devices and
Servicesand SCA applications (fypically wavedorms].

This paper evaluais the beoedis of SCA 4.1 in terms of
deployment perfoemance (§ 2, waveform porabidty (5 3),
optizization of developmant costs {§ 4), security (§ 7) and
scalabdity (5 §) - Those beaefils am sralusbed on the baads
of mfrmation gathered during the development pase and
tliing o consderwion the jwermbkaed Dmf [1]
stamdard.

The comient of this paper is based om a mmber of Thales
SOR mssets: sariiar opmE smdies dome towards

opticszation of S5CA 222 for SWaP (Size, Weight and
Powmr) comstained radios, general expertise regarding
devalopmant of secae SDR solotoms. loog and strong
imvohvemmant in stpport and developowet of 2 Standards-

bawd SDR econnkm for militery mdics, kaderddp
posifion in dufmiion of fwe WinnF stmdrd: [3)[6] st
browght rafieoce mpuns £ SCA 41 alaborion,
themsehies stromgly nfeenced by meulis of the ESSOR

prmgan [T[E] (5]
1. DEFLOYMENT PERFORMANCE

For the exscuticn of 2 SDF. conponan, its comections with
the ofar coopomsnn of a SOR zppliaticn and it
SISA-Hp'm'jhuhmm

Fernﬂsmpdammpem&plnﬁmﬂnsm
discmes @ mom opimimtoms and

mmhwgnbysc:ld-l
L1 Comp-oment hading

The most imsperiant part of a 5CA platform boot Hms and a
application Istantifion i spemt during the fle sysm
wcoass and mome specifically diming the binary and XML
Hles koading. One way of dealing with this issue & fo rednce
the size of the loaded benariss

Az reqeired by the SCA 210 specification [3], 2 component

the Resowrce ibarface has to handle all the
oparafions of S intarface is Properrater: ..wui‘gurr Te
be fally compliast with this specification, the component is
nmm]gmqmndbopm:hﬂnmﬁn.huakcw
inplamant mqzmed  bebendor (aE misizg a
CF ol ar',llgwanm mnpbommmn.nstlﬂh&tc{
the provdded properties), noeasing the s of the
componant s bizary.

Ghen this chenation, the S5CA 4.1 offan the shility o
mduce the mumber of intwfaces inplemeakd by a
componant if it & not required w0 provide the asscdamed
services. This mechamism, called “optoml imberitance”, is
appliad to all the componsais defined in the specification.
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S(D\R End of the presentation
\J Thank you for your attention
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